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Strategy: the Digital Ethics Canvas

Fundamentals of the Assessment questions
strategy The strategy includes assessment questions under five
What is the goal of this ethical lenses: Welfare, Fairness, Autonomy, Privacy
strategy ? and Sustainability. See below and/or refer to the
. Digital Ethics Canvas (see links at the bottom).
Reduce ethical debt by

systematically assessing ethlcal | |

risks at all stages of the design .
and development process. Applying the strategy

. Evaluate the benefits: List expected benefits
2. Evaluate the risks: Identify risks using the Five ethical
lenses, evaluate their probability and severity

—t

When to use it ?
e During the design and the

development stages. 3. Reduce the risks: For all risks, especially the highest,
e Repeat the analysis several outline mitigation measures

times throughout the 4. Review: Assess if benefits outweigh risks and decide

engineering process. Whether/hOW to prOCEEd with the prOjeCt

5. Repeat: Continuously reassess ethical risks

Evaluating & reducing risks using the Digital Ethics Canvas

WELFARE FAIRNESS Evaluate risks
RISK RISK 1. lIdentify the risk: what could go
- Can it be used in harmful ways? - How accessible? wrong and for whom?
Towards vulnerable populations? - Kind of biases may affect results? 2. Evaluate the level of the risk:
- Kind of impacts from errors? - Different outcomes for different ) L i ‘ o
- Type of protection against Users/groups? a. Proba‘blllty. low/m|§I/h|gh NC)
attacks/misuse? - Can contribute to discrimination? b. Severity: low/mid/high ¢ C
MITIGATION MITIGATION c. Resulting level:
Severity
2 low mid high
2/ low | low low mid
n . . B
o | mid low mid high
SUSTAINABILITY AUTONOMY E high | mid | high | high
F:Sl:gt is the carbon footprint? RISK
- Types of resources it consumes and grr:g::res:?:gsr;oggiga?‘rtlfss;tltlir:;tss)?? Mltlgate risks
producfeﬁ? labor involved? - Affects user autonomy/agency 1. Identify mitigation possibilities:
" Type of human labor involved? (manipulation, influence)? can the risk be reduced? If yes how
?
MITIGATION MITIGATION and by whom?
2. Evaluate the mitigation potential:
low/mid/high o @ @
o
PRIVACY .
<
RISK To remember %
- Data collected? Personal/sensitive data? . %
- Who has access to the data? e Some risks may relate to more than one lens. Y
- How is the data protected? . =
- Does it disclose/can it be used to e Some risks may not be covered. 3
disclose private information? e The process is more important than the result. 5
he)
MITIGATION . @
e Research may be necessary to evaluate risks. a
e Predicting risks is always uncertain and it is safer to £
©
overestimate risks than to miss real ones. >
Canvas: https://go.epfl.ch/canvas g
. . . (%]
How to use: EPFL Digital Ethics Canvas. £


https://go.epfl.ch/canvas
https://www.epfl.ch/education/educational-initiatives/cede/training-and-support/digital-ethics/a-visual-tool-for-assessing-ethical-risks/the-digital-ethics-canvas-how-to/
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CONTEXT SOLUTION

BENEFITS

« Can the solution be used in harmful ways. i particular with regards
10 vulnerable populations?
« What kind of impacts can errors from the solution have?
= What type of protection does the solution have against attacks or misuse?

o ® O

RISK

« Howaccessible is the solution?

= What kinds of biases may affect the results?

« Can the outcomes of the solution be different for different users or groups?
= Could the solution contribute to discrimination against people or groups?

o0 O

RISK

= Can users understand how the solution works and what its limits are?

« A usersable to make choices(e.g. consent, settings) in their use of
the solution and how?

= How does the solution affect user autonomy and agency?

o ® O

RISK

« What data does the solution collect

« Isitcollecting personal or sensitive data

« Who has access to the data?

« Howisthe data protected?

« Could the solution dischbse / be used to disclose private information?

o O

RISK

« \What is the carban footprint of the solution?
= Wnat types of resources does it consume (e.g. water) -and produce (e. waste)?
+ What type of human labor is involved?

o O
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How to use: EPFL Digital Ethics Canvas. Canvas: https://go.epfl.ch/canvas @
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